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Overall Conclusion

The Department of Public Safety’s (Department) Texas
Gang Intelligence Database (TXGANG) contained 15,368
records that were at least 10 years old as of February
1, 2022. (See text box for background on TXGANG.) Of
those records, 8,539 (56 percent) were validated
within the last 5 years, as required by Title 28, Code of
Federal Regulations, Part 23. However, the remaining
6,829 records either (1) were not validated within the
last five years or (2) did not include all information
needed to determine whether the record was validated
as required by federal regulations. Specifically:

> Not validated. A total of 1,099 records (7 percent)
had not been validated within 5 years. The
majority of those records were flagged as
belonging to individuals who were incarcerated.
TXGANG currently allows the validation process to
be suspended for an individual’s sentencing period
rather than the actual time incarcerated. Because
the Department does not require Agencies to
validate a record to confirm that an individual
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Background Information

The Department of Public Safety
(Department) implemented the
Texas Gang Intelligence Database
(TXGANG) on September 1, 2000.
Law enforcement agencies, except
for the Department of Criminal
Justice and the Juvenile Justice
Department, were required to report
information collected on or before
September 1, 1999.

TxGANG serves as a statewide
repository of criminal intelligence
information on gang organizations
and their members. TXGANG’s goal is
to improve the effectiveness of the
criminal justice community by
providing for the timely exchange of
documented and reliable
information.

As of May 23, 2022, TxGANG
included approximately 71,640 gang
member records, which were
associated with at least one of the
10,845 gang organizations
documented in TXGANG.

Source: The Department.

remains incarcerated, those records are not being reviewed for the entire

duration of an individual’s sentencing period.

» Undetermined validation. A total of 5,730 records (37 percent) may not have
been validated as required. The majority of those records did not include a
date that indicated the last time the record was validated to justify its
retention in TXGANG. This occurred because TXGANG does not apply the same
automated controls to records uploaded in batches as it does for records

directly entered into the database.

Validation conclusion. In addition, TXGANG is not programmed to require a
decision (or conclusion) to be documented in order to validate a record. As a
result, records are retained in TXGANG without supporting information required by

federal regulations.

This audit was conducted in accordance with Rider 6, page X-7, General Appropriations Act (87th Legislature).

For more information regarding this report, please contact Becky Beachy, Audit Manager, or Lisa Collier, State Auditor, at (512) 936-
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Exception Report. TXGANG automatically removes expired records. However, it
does not generate an exception report when the removal process fails to execute.
As a result, the Department reported that 916 records were not removed as
required between February 2022 and March 2022.

Table 1 presents a summary of the findings in this report and the related issue
ratings. (See Appendix 2 for more information about the issue rating classifications
and descriptions.)

Table 1

Summary of Chapters/Subchapters and Related Issue Ratings

Chapter/
Subchapter Title Issue Rating 2

TxGANG Contains Records That Were Not Validated Within the Last 5 Years and Priority
Records That Do Not Include Information Necessary to Determine Whether They
Were Validated as Required

2-A TxGANG Has Sufficient Controls for Data Entered Directly Into the Database
2-B TxGANG Lacks Sufficient Automated Controls on Records Uploaded by Batch Priority
2-C TxGANG Removes Records When They Expire; However, It Does Not Notify the Medium

Department When the Removal Process Fails to Execute

aa chapter/subchapter is rated Priority if the issues identified present risks or effects that if not addressed could critically affect the
audited entity’s ability to effectively administer the program(s)/function(s) audited. Immediate action is required to address the noted
concern(s) and reduce risks to the audited entity.

A chapter/subchapter is rated High if the issues identified present risks or effects that if not addressed could substantially affect the
audited entity’s ability to effectively administer the program(s)/function(s) audited. Prompt action is essential to address the noted
concern(s) and reduce risks to the audited entity.

A chapter/subchapter is rated Medium if the issues identified present risks or effects that if not addressed could moderately affect the
audited entity’s ability to effectively administer the program(s)/function(s) audited. Action is needed to address the noted concern(s)
and reduce risks to a more desirable level.

A chapter/subchapter is rated Low if the audit identified strengths that support the audited entity’s ability to administer the
program(s)/function(s) audited or the issues identified do not present significant risks or effects that would negatively affect the audited
entity’s ability to effectively administer the program(s)/function(s) audited.

Summary of Management’s Response

At the end of certain chapters in this report, auditors made recommendations to
address the issues identified during this audit. The Department agreed with the
recommendations in this report. The Department’s detailed management
responses are presented immediately following the recommendations in each
chapter. In addition, the Department’s transmittal letter, which includes an
overall statement of response, is presented in Appendix 4.
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Audit Objective and Scope

The objective of this audit, as directed by Rider 6, page X-7, General
Appropriations Act (87th Legislature), was to conduct an audit of TXGANG to
identify all records older than 10 years that have not been recently validated, as
defined by the TXGANG operating policies and procedures.

The scope of the audit covered TxGANG records with a “Documented On” date or
an “Entered in TXGANG On”" date on or before February 1, 2012. The scope also
included a review of significant internal control components related to TxGANG.

1The “Documented On” field indicates the date an individual was identified as a gang member and the “Entered in TXGANG On”
field indicates the date a record was created in TXxGANG.

iii



Contents

Background Information

Background Information on the TXGANG Intelligence
Database .o e 1

Detailed Results

Chapter 1

TxGANG Contains Records That Were Not Validated

Within the Last 5 Years and Records That Do Not Include
Information Necessary to Determine Whether They Were
Validated as Required ......cvvuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeens 5

Chapter 2

TxGANG Has Sufficient Controls to Help Ensure That
Data Entered Directly Was Complete; However, It Has
Significant Control Weaknesses for Batch Uploaded Data..... 10

Appendices

Appendix 1

Objective, Scope, and Methodology ........ccovvvvvviiiiinnnna... 16

Appendix 2
Issue Rating Classifications and Descriptions.................... 19

Appendix 3
Internal Control ComponeNntsS......covvviiiiiiiiiiiiiiiiiieeeeennns 20

Appendix 4
The Department’s Management Response Transmittal
=] = N 21



Background Information

Background Information on the TxGANG Intelligence Database

Law Enforcement
Agencies

For purposes of this report,
law enforcement agencies
(Agencies) include municipal
and county agencies, school
districts that have law
enforcement personnel, and
state or federal agencies that
are engaged in the
administration of criminal
justice under statute or
executive order. However, it
does not include the
Department of Criminal
Justice, the Juvenile Justice
Department, or local juvenile
probation departments.

Figure 1

The Department of Public Safety’s (Department) Texas Gang Intelligence
Database (TXGANG) is designed to facilitate the exchange of information
about gang organizations and their members among the law enforcement
community. Law enforcement agencies (Agencies) in a municipality with a
population of 50,000 or more or in a county with a population of 100,000
or more are required to compile, maintain, and report criminal
intelligence information related to gang activity to TXxGANG (see text box
for information about the Agencies included in this audit report).

Identification and TXGANG Record Creation Process

Agencies are responsible for collecting and evaluating information
concerning an individual to determine whether that individual meets the
requirements for being added to TXxGANG. Figure 1 shows the process for
creating a record in TXGANG based on information collected.

Record Creation Process

Criteria

o Law enforcement

has contact with
individual who is
potentially
involvedin gang
activity.

ﬁ@' S

Law enforcement
collects information
about individual’s
involvement in
potential gang
activity.

2 5ee Table 2 for requirements for being added to TxGANG.

Based on information
collected, officer must
determine ifindividual
meets requirements for

being added to TkGANG.?

— = \—_

If requirement(s)
ismet, a recordis
created.

-

Source: Based on information from the Department.
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